
The Dark Arts 
Of Risk 

Management





Approach for today

 GRC – Three Lines of Defence

 Risk Terminology

 Operational Risk Framework 

 Risk Appetite, Tolerance & Capacity

 Risk appetite setting

 Risk monitoring & reporting

 Regulators View

 Operational Considerations

 Risk Maturity Model

 Risk Management Systems



Question:

Where are we on our Risk Management 

Journey?  



Question:

Do You Know What Good vs. Bad Risk 

Management Looks Like?  



Risk Terminology
 Risk framework 

 Risk appetite

 Risk tolerance

 Risk capacity

 Risk universe

 Risk indicators / Key Risk 
Indicator’s

 Loss events / incidents

 Risk reporting and 
documentation

 Quantitative and Qualitative 
risk analysis

 Risk causes 

 Risk consequences

 Risk mitigation

 Risk controls

 Risk assessment

 Risk root cause analysis

 Inherent Risk & Residual Risk

 Impact & Probability - Matrix

 Emerging risks



We are all Risk Officers



Risk Management and Strategic Planning 



Strategic Plan and Risk Management



Strategic Plan & Risk Management



Risk Is A Balancing Act



How Much Risk Are You Prepared to Take? 



GRC Framework



Risk Framework



Risk Framework – Bottom-Up vs Top Down



Risk Appetite Statement – Survey Results



What Does the Regulator Think?



Regulator Guidance on Risk



Review of Guidance & Sample Risk Register

 7 pages of which 2 are filler (cover pages)

 No mention of Risk Appetite Statement

 No mention of Risk Capacity, Tolerance or Limits

 Limited guidance on reporting

 No sample Risks or worked risk scoring example

 Provides some guidance on 7 risk categories

 No discussion of risk events, leading indicators, near 

misses, loss events, etc

 No mention Internal Controls and Effectiveness Review

 No discussion of the alignment of Risk and Strategy



Risk Categories – Provides Limited Guidance

 Governance

 Strategy

 Compliance (Legal & Regulatory)

 Operational 

 Financial

 Environmental

 Reputational



Regulator Sample Risk Register

In Word Document instead of Excel



Regulator Sample Risk Register



What Does the Regulator Think?

https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/credit-unions/communications/supervisory-commentary/2020-prism-supervisory-commentary.pdf?sfvrsn=4
https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/credit-unions/communications/reports/thematic-review-of-risk-management-maturity-in-credit-unions.pdf


What Does the Regulator Think?

https://www.centralbank.ie/docs/default-source/regulation/industry-market-sectors/credit-unions/communications/supervisory-commentary/prism-supervisory-commentary-april-2019.pdf?sfvrsn=5
https://www.centralbank.ie/docs/default-source/Regulation/industry-market-sectors/credit-unions/communications/supervisory-commentary/credit-union-prism-supervisory-commentary--march-2018.pdf?sfvrsn=4


What Does the Regulator Think?



Governance Code Review 2022

https://www.charitiesregulator.ie/media/4657/charities-governance-code-2022-final.pdf


Risk Maturity Model



Risk Maturity Model



Risk Maturity Assessment



CBI - % of risk issues identified by 

risk category 2020



CRA Compliance Report Concerns 2022



Governance Risks – CBI Findings
Risk & Compliance

 Weaknesses in the risk management and compliance functions

 Weaknesses in risk and compliance reports

 Inconsistencies between documented Risk Appetite and policies

 The top risks, as documented by the credit union, not being reflective of the 
risk profile of the credit union

Board Procedures and Performance Management

 Failure by the board to formally respond to issues raised in the Risk 
Management, Internal Audit and Compliance reports

 Lack of dedicated resources focused on key challenges facing the credit union

 Poor attendance at board of directors meetings

Internal Audit

 Weaknesses in Internal Audit reports being presented to boards



Operational Risks 2020
Of the 57 credit unions with assets less than €100m that received an RMP during the 

review period, 52 credit unions (91%) were found to have operational risk issues a 

high proportion of issues identified related to ‘Internal Processes & Systems and 

Controls’ reflecting the focus of our desk based engagements.



Strategy Risks 2020
Of the 57 credit unions with assets of less than €100m issued an RMP during the 
review period, 40 (70%) were found to have strategy/business model risk issues. 



Governance Risks 2020
Of the 57 credit unions with assets of less than €100m that received an RMP during the 
review period, 42 (74%) were found to have governance risk issues. 



Risk Appetite & 
Capacity is Set 
By the Board!!



Risk Culture – Tone For The Top



What is Risk Appetite Statement?

A Risk Appetite Statement (RAS) is a clear and concise statement that outlines what our 

Charity (CLG) is willing to do in pursuit of its strategic and business objectives. It is an 

articulation of the type and degree of risk that the CLG is prepared to accept in pursuit 

of its strategic and business objectives. The setting of our RAS is not about the 

elimination of all risk; rather it is about embracing risk in areas in which the 

Management/Board has the appropriate skills, knowledge and experience to take 

advantage of the opportunities presented, whilst limiting risk in other areas. When 

considered with our strategy this explains what we‘do’ and what we ‘don’t or 

shouldn’t!’

The strategy and risk appetite of the Charity are interlinked. “Risk appetite is as much 

about enabling an organisation to take on calculated risks in pursuit of long-term 

strategy as it is about placing constraints on activities.” In that sense the RAS allows the 

CLG to demonstrate to stakeholders that achievement of results stem from deliberate 

strategy and risk allocation as opposed to happenstance. It is the view of the Board of 

Directors that Charity should view a risk appetite statement as a positive and dynamic 

document.



What is Risk Appetite Statement?

 Clear & Concise Statement 

 Accepted risk in pursuit of business & strategic objectives

 Articulation of type & degree of risk

 Embracing risk in areas of skills, experience, knowledge

 Limiting areas of risk, skill shortage, experience, knowledge

 What we do, what we don’t do and shouldn’t do

 Calculated risks in pursuit of long-term strategy

 Places constraints on activities

 RAS is a positive and dynamic document



Understanding Risk Capacity



Risk Appetite – Rules of Play



Top of the Pyramid

- Risk Appetite

 The UK’s Financial Services Authority (FSA) states:

❑ “Risk appetite is the amount of risk that one is prepared to 

accept, tolerate, or be exposed to at any point in time.”



Understanding Risk Capacity

 Risk Capacity - The maximum amount of risk an entity is able to 

support within its available financial resources 

❖ Versus 

 Risk Tolerance - The maximum amount or type of risk the entity is 

prepared to tolerate above risk appetite.



Top of the Pyramid - Risk Appetite

 Would you ever take up hang gliding? What about base jumping?

 Would you drive a car if the seat belt was broken? To get to an 

important meeting or catch a flight … maybe?

 If you were down to your last €100, would you bet €10 on a horse 

after a hot tip? €20? Your whole €100?

 Would to break COVID19 restrictions / advice, for a pint, to travel 

to visit a friend? Spanish Holiday vrs Staycation?

 Would you cross in the middle of a busy main road to save a 

minute, instead walking to the pedestrian crossing?



Top of the Pyramid - Risk Appetite



Risk Framework – Appetite Is At The Top!





Understanding Risk Tolerance



Mapping Risk Appetite to Scoring Matrix



Matching Score to Appetite



We All Understand Risk Appetite & Capacity



How Hungry are you on a scale of 1 – 25 ?

Colour Code Risk Appetite Description – Philosophy & Tolerance

Zero Stuffed – 0.1 – 5 Stuffed: You have just eaten a large meal and feel full

Low Peckish – 5.1 – 10
Peckish: You are starting to feel hungry and could use a 
snack.

Medium Hungry – 10.1 – 15
Hungry: You are feeling a moderate amount of hunger and 
need to eat something soon.

High Starving – 15.1 – 20
Starving: You are feeling a strong amount of hunger and are 
starting to get lightheaded or irritable.

Extreme Famished – 20.1 – 25
Famished - You are feeling extreme hunger and are 
desperate for food.



Risk Appetite Calculation Table

Colour Code Risk Appetite Description – Philosophy & Tolerance

Zero Averse – 0.1 – 5
Averse - Avoidance of risk is the core objective, unwilling to 
accept any extremely low amount of uncertainty

Low Minimalist – 5.1 – 10
Minimalist - Extremely conservative, willing to accept a low 
amount of uncertainty

Medium Cautious – 10.1 – 15
Cautious - Preference for safe delivery, willing to accept a 
certain amount of uncertainty

High Flexible – 15.1 – 20
Flexible - Will take strongly justified risks and expect some 
uncertainty

Extreme Open – 20.1 - 25
Open - Will take justified risks and fully expect and accept 
uncertainty



Breaching 
Your Risk 
Capacity



Risk Examples – Category Event Appetite Capacity

SECTOR / CATEGORY / EVENT / APPETITE / CAPACITY

School – Insurance – Accidents – Zero (2)– Medium (13)  

Nursing Home – Conduct – HIQA – Zero (2)- Low (7)

Rugby / Football Club – Liquidity – Relegation – Low(2) – Medium (13)

Airline – Environmental – Terrorism – Zero – Low 

Cruise Line – Operational – COVID19 – Zero – Low 

Farming – Insurance – Weather – Low - Medium  

Construction – Capital – Cashflow – Medium (13) – High (17)

Semi State Transport – Strategy – Strike – Low - High

High Street Retailer – Market – Online Retail – Medium - Medium

Xmas Tree Sales – Business Model – Seasonal – Low – Medium

Funeral Home – Market – Cure Cancer – High (17) - Extreme (22)



Mapping Risk Appetite to Scoring Matrix



Risk Categories

 Governance

 Strategy

 Compliance (Legal & Regulatory)

 Operational 

 Financial

 Environmental

 Reputational



Risk Appetite Calculation Table

Colour Code Risk Appetite Description – Philosophy & Tolerance

Zero Averse – 0.1 – 5
Averse - Avoidance of risk is the core objective, unwilling to 
accept any extremely low amount of uncertainty

Low Minimalist – 5.1 – 10
Minimalist - Extremely conservative, willing to accept a low 
amount of uncertainty

Medium Cautious – 10.1 – 15
Cautious - Preference for safe delivery, willing to accept a 
certain amount of uncertainty

High Flexible – 15.1 – 20
Flexible - Will take strongly justified risks and expect some 
uncertainty

Extreme Open – 20.1 - 25
Open - Will take justified risks and fully expect and accept 
uncertainty



Worked Example Risk Appetite Table – Aligned to Strategic Plan



Failures In Governance & Risk Management can 

Lead To …



Board of Directors



Thou Shalt Obey 

Your Prescribed 

Legislation

Not Maybe or 

Might!!



Risk Structure for Directors Meetings



Directors Risk Responsibilities



Risk Agena Topic For BOD

Have questions ready to ask CEO or RMO

 What new risks have been added in the period ?

 What risks are growing residually and why?

 What Risks Controls are deemed ineffective or partially effective and what are we 

doing to fix them ?

 What Risks are outside of appetite and why ?

 What Risks are nearing or outside of capacity and why? What are we doing to mitigate 

them? 

 What are the new Risk Officer Recommendations?

 What is the status of the existing Risk Officer Recommendations?



Develop Risk Management Plan and Checklist



Risk Management Plan – Suggested Sections

 Risk Identification 

 Risk Assessment

 Risk Controls

 Risk Reporting

 Risk Recommendation

 Risk Management Policy

 Risk Appetite Statement

 Risk Maturity Assessment

 Risk Management System

 Risk Reserve

 Risk Culture

 Risk Management Officer

 Risk Events / Loss Events

 Risk Governance

 Risk Training



Risk Management Officer (RMO)



Role of the Risk Management Officer
 Ensuring each internal/external risk of the credit union is identified, assessed, 

reported and monitored and assisting the manager with managing and mitigating 
those risks

 Advising the board of directors on the risk management policy and process and any 
deviations from the risk management policy

 Reporting on any significant risk event to the board of directors in a timely 
manner

 Implementing the risk management system approved by the board of directors

 Maintaining the risk register

 Making monthly reports to the board of directors

 Communicating the risk management policy, process and roles and responsibilities 
relating to officers of the credit union

 Providing training and support in the area of risk management to officers of the 
credit union

 Making the necessary information available to the internal audit function to 
facilitate independent review of the risk management system

 Supporting the board of directors in promoting a culture of risk awareness, 
identification and management at every level within the credit union



Risk Reporting



Risk Reporting

 Reports should cover the following at a minimum on 2 – 3 pages:

 significant risks and the effectiveness of systems and controls; 

 any risk events that have occurred and the actions taken or proposed to mitigate the 

risk;

 likely or actual deviations from risk tolerance levels or established systems and 

controls and should include the timeframe and status of any activities that are 

proposed to address these;

 any negative trends in higher risk areas and any recommended changes to risk 

management activities;

 any new risks including their risk assessment, risk rating and systems and controls; 

 any material emerging risks and recommended course of action; 

 updates on risk management recommendations / actions arising from previous 

reports



Risk Reporting – Top 10 Residual Risks



Risk Reporting –Key Risk Indicators



Risk Reporting



Risk Reporting



Risk Reporting



Risk Control Performance Review



Internal Control Reporting



Internal Control Reporting



Risk Hierarchy - Develop Corporate, Sub and 

Standalone Risk Registers



Risk Management & Technology



Considerations Risk Systems

 Excel Spreadsheets – Size, Version Control, Embedding 

 Integrated API’s in Risk Systems

 Automatic Notifications

 Audit Trail

 Realtime Reporting – Filters, Historic Reporting

 Internal Control Framework

 Cloud vs Prem

 Loss events / incidents / leading indicators

 Bow Tie Risk Management – Cause & Consequences

 Risk reporting and documentation

 Value Add – Makes Life Easier

 GET A DEMO OF RED FLARE!!



TAKEAWAYS



Takeaways
 Develop a Comprehensive Risk Management Plan

 Develop Comprehensive Risk Appetite Statement

 Develop Multiple Risk Registers

 Document, Record & Embed Internal Controls

 Create & Track Key Risk Indicators 

 Embed Performance Controls – 1st Line (Staff “FLOD”)

 Oversight of Performance Controls - RMO

 Thematic Board Meetings – Risk Centric (Quarterly)

 Align Risk Management to Supervisory Expectations (PRISM Findings)

 Embrace Technology (Red Flare GRC)

 Risk Culture Comes From The Top

 Allocate Owner, Review Period, Type, Tasks, Notifications

 Record BOD Risk Discussion and Challenge

 What Gets Measured Gets Done!!!



QUESTIONS?



Contact details

Jason Dowling CPA

jdowling@wda.ie

Jason.dowling@redflare.co 

www.redflare.co 

01-6771411

Thank you for your time!

mailto:jdowling@wda.ie
mailto:Jason.dowling@redflare.co
http://www.redflare.co/
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